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[bookmark: _Toc215680447]PURPOSENo

The purpose of this policy is to ensure that all changes to the Aidacare’s information systems, applications, and infrastructure are managed in a controlled, consistent, and secure manner. Aidacare recognises that effective change management is essential to maintaining the stability, security, and continuity of its information systems and services. All changes to the information system environment should be conducted through a consistent, controlled, and transparent process designed to minimise risk and ensure alignment with organisational objectives. 
This policy establishes a framework for initiating, assessing, authorising, implementing, and reviewing changes that: 
· Prevent unintended disruptions to business operations. 
· Protect the confidentiality, integrity, and availability of systems and data.
· Ensure compliance with legal, regulatory, and contractual obligations. 
· Promote communication, accountability, and responsibility among all stakeholders. 
[bookmark: _Toc189468061][bookmark: _Toc215680448]SCOPE
This policy applies to all employees, contractors, and third parties responsible for implementing, reviewing, or approving changes to the organisation’s production systems, applications, and networks.
[bookmark: _Toc215680449]OUT OF SCOPE
· Day-to-day operational tasks: routine tasks not affecting system configuration, code, security, or availability.
· End-user activities: personal device changes not impacting Aidacare’s IT systems.
· Third-party managed services outside Aidacare’s control: unless changes affect systems under Aidacare’s responsibility.
· Non-IT changes: e.g., office layout changes not impacting IT systems or connectivity.
· Non-production Changes: sandbox/test environment changes unless migrating to production reconfiguring sandbox/test through architecture change.
· Deidentified data in non-production environments
[bookmark: _Toc215680450][bookmark: _Toc189468063]
DEFINITIONS
	Terms 
	Definition 

	Change 
	A change is any planned addition, modification or removal to an Aidacare’ technology systems, infrastructure or services intended to alter their functionality, performance or configuration.

	Change Management
	A formal process used to plan, assess, approve and implement IT changes in a controlled manner to minimise risk and disruption to services.

	Change Request 
	A formal proposal to modify any component of a project, process, system, or policy.

	Post-Implementation Review (PIR)
	An evaluation conducted after a change is implemented to determine the factors of its success/failure and identify lessons learned.

	Risk Assessment
	The process of identifying and evaluating potential risks associated with a proposed change.

	Rollback Plan
	A documented set of steps to revert a change if it fails or causes unexpected issues.

	Change Advisory Board (CAB)
	Group responsible for reviewing, assessing, and approving Normal changes, providing oversight, and participating in post-implementation reviews. The CAB is chaired by Chief Technology Officer (CTO).



[bookmark: _Toc215680451]NIST CSF REQUIREMENTS
Following are the key requirements from NIST Cybersecurity frameworks which are relevant to this policy:
	CSF Function
	Subcategory

	Identify (ID)
	ID.RA-07: Changes and exceptions are managed, assessed for risk impact, recorded, and tracked.


[bookmark: _Toc215680452]
POLICY STATEMENTS
[bookmark: _Toc215680485][bookmark: _Toc215680453]BUSINESS IMPACT ANALYSIS (BIA)
A Business Impact Analysis (BIA) should be conducted to assess critical business functions and identify critical business applications. The following policy elements such as change identification and classification, change request, change review, change implementation, post implementation review are applicable for business-critical applications. 
As a best practice, this policy may be applied to non-business critical applications determined by the CTO and CAB.

CHANGE IDENTIFICATION AND CLASSIFICATION
· All changes should be logged in Wrike, Aidacare’s Change Management System (CMS).
· Changes are classified as:
· Pre-Approved Changes: Routine, low-risk changes that follow an established, validated procedure and are authorised in advance, requiring no additional review for each execution. CAB will perform a one-time assessment of such changes and classify them as pre-approved changes.
· Emergency Changes: High-priority changes required to resolve a critical incident, security threat or service outage, implemented urgently to restore operations and minimise impact. Emergency changes are documented as Standard/Normal Changes, and approved by CAB post-facto (in the first meeting after the implementation of the change).
· Standard/Normal Changes: All other changes, that should follow a defined workflow and require formal assessment and approval before implementation.

	[bookmark: _Toc215680454]Examples:
Pre-Approved Change: Applying a routine monthly Windows security patch that follows an established deployment procedure. 
Emergency Change: Implementing an urgent configuration fix to restore a critical application that has gone offline and is preventing users from accessing the service.
Standard/Normal Change: Upgrading a database server to a new minor version following a defined change request, impact assessment and approval process.



· The IT Lead responsible for the technology asset must work with their teams to assess the change’s potential impact on system stability. Depending on the level of risk identified, appropriate measures outlined below such as rollback planning, change testing and validation must be undertaken. 
· The CAB will review and approve the risk classification and the adequacy of the controls and preparations put in place for the change.

CHANGE REQUEST AND DOCUMENTATION
· Each change request should include:
· Change Description and purpose
· Risk and impact assessment
· Testing/rollback plan (where feasible)
· Reference to the related IT ticket, incident, service request or problem record that identifies the issue or requirement driving the change. Emergency changes may proceed immediately, but the related IT ticket or incident record must be created and linked after implementation.
· Approval for CAB

[bookmark: _Toc215680455]CHANGE REVIEW AND APPROVAL
· Pre-approved changes and their deployment methodology should be reviewed and endorsed by the CAB the first time, allowing future changes of the same category to proceed without requiring CAB approval each time.
· Normal/Standard changes should be approved by Change Advisory Board (CAB).
· Emergency changes may be implemented prior to approval but must be documented and reviewed afterward, with appropriate communication that an emergency change is underway.


[bookmark: _Toc215680456]CHANGE IMPLEMENTATION AND TESTING
· Changes should be tested in a non-production environment before deploying in the production environment.
· Rollback plans should be prepared for all types of changes unless an exception approval is provided by the CAB.

[bookmark: _Toc215680457]POST-IMPLEMENTATION REVIEW
· All completed changes should be verified for success and validated for unintended impacts. 
· The CAB should review implemented unsuccessful changes, discuss any issues observed, assess lessons learned, and identify opportunities for improvement in the change management process. 
· Failed or problematic changes should be documented with lessons learned.

[bookmark: _Toc215680458]AUDIT AND COMPLIANCE
· Change documentation should be reviewed quarterly to ensure compliance.
· Evidence of approvals, testing, and reviews should be retained.

[bookmark: _Toc215680459]CHANGE MANAGEMENT PROCESS
The following process diagram outlines the steps for requesting, assessing, approving, implementing, and reviewing changes to IT systems to ensure controlled and documented change management.
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Figure 6.1 Change Management Process

	Step
	Description
	Responsible Role
	Key Notes/Output

	Submit Change Request
	Document and submit the change in Change Management System.
	Change Requestor/ IT Lead
	Initial request logged with details of the change.

	Classify Change Request
	Determine whether the change is Pre-Approved, Normal/Standard, or Emergency.
	Change Requestor/ IT Lead
	Classification helps define approval, rollback and testing requirements.

	Assess Risk and Impact
	Evaluate potential risks, dependencies, and impacts on systems, operations, and users.
	Change Requestor/ IT Lead
	Risk assessment documented.

	Approve Change
	Approve the change prior to deployment or implementation. 
	CAB
	Approved, rejected, or revised status recorded.

	Plan and test
	Develop an implementation plan, including rollback procedures and testing where feasible.
	Change Requester / IT Lead
	Testing results and rollback plan documented.

	Implement Change
	Execute the change according to the approved plan.
	Change Requester / IT Lead
	Change applied successfully.

	Post-Implementation Review
	Verify the change, check for unintended impacts, and capture lessons learned and update Wrike with Change Status.
	Change Requester / IT Lead
	Review notes documented in Wrike.

	Close Change
	Close the Change in Wrike
	Change Requester / IT Lead upon endorsement from CAB
	Close the Change


[bookmark: _Toc189468062]Note: Given Aidacare’s size, the roles of Change Approver, Change Implementer, and Reviewer may be performed by the same individual. In such cases, all actions should be fully documented, and a post-implementation review by a peer should be conducted to provide oversight and maintain auditability.
[bookmark: _Toc215680460]ROLES & RESPONSIBILITIES
Roles involved in the change process include:
	Chief Executive Officer (CEO)
	· Review and approve the policy.

	Chief Technology Officer (CTO)
	· Accountable for implementing the change management policy and responsible for the change management process. 
· Monitoring of the Key Performance Indicators (KPIs).

	Change Requestor
	· The individual managing the change. This could be the IT Lead or his/her delegate.

	Change Advisory Board (CAB)
	· The composition of Change Advisory Board (CAB) includes Chief Technology Officer (CTO), IT Leads of critical technology systems and Cybersecurity Lead.
· CAB will be chaired by the Chief Technology Officer.
· CAB will be formalised and operated by the CTO.

	IT Lead of the technology asset
	· Technology asset owners (e.g. FSM, IT Manager and others) participating in the change management process.


[bookmark: _Toc207629676][bookmark: _Toc215680461]
RACI MATRIX
	Task 
	CEO
	CTO
	Change Requestor
	CAB
	IT Lead of the technology asset

	Review and approve the policy
	R
	A
	I
	C
	I

	Document and Submit the Change
	-
	I
	R
	C
	I

	Perform technical assessment of the change to identify risk and impact
	-
	I
	R
	A
	C

	Determine required testing, validation and rollback plans
	-
	I
	R
	A
	C

	Review changes for quality and completeness
	-
	I
	C
	A/R
	C

	Approve or reject changes based on assessment and risk
	-
	I
	C
	A/R
	C

	Implement the change 
	-
	I
	R
	I
	A

	Conduct post-implementation review
	-
	I
	R
	C
	A

	Close change ticket and record lessons learnt if any
	-
	I
	R
	C
	A

	Notify stakeholders before, during, and after changes
	I
	I
	R
	C
	A

	Approve exceptions to the change management process
	I
	I
	I
	A/R
	C

	Track change success, failure, and rollback rates
	-
	A/R
	I
	C
	I

	Monitor Change Management KPIs and identify trends and areas for improvement
	I
	A
	I
	R
	I

	Manage vendor SLAs wherever required
	-
	C
	I
	I
	A/R

	Monitor compliance to this policy
	I
	A
	I
	R
	C



Legend
· R – Responsible: Performs the work required to complete the task or activity.
· A – Accountable: Has ultimate ownership of the task and is answerable for the final decision or outcome.
· C – Consulted: Provides subject matter expertise, guidance or input during the task.
· I – Informed: Receives updates on progress, decisions and outcomes but is not directly involved in execution.
[bookmark: _Toc215680462][bookmark: _Toc189468067]
MANAGED SERVICE PROVIDERS CHANGE NOTIFICATIONS
Changes notified by cloud service providers (CSPs) should be discussed and assessed as a part of a normal/standard change in order to understand and plan for the impact of these changes on the change schedule and on the organisation. 
Where appropriate, further information about upcoming changes should be requested from the CSP to allow an accurate impact assessment to be made. 
[bookmark: _Toc215680463]COMMUNICATION 
· All changes should be communicated to affected stakeholders before implementation where possible.
· Emergency changes should be communicated as soon as possible, with a follow-up after completion.
· Post-implementation results, including any issues, should be shared with relevant stakeholders.
[bookmark: _Toc215680464]RELATED DOCUMENTS 

[bookmark: _Toc215680465]AUDITING 
· Policies and controlled supporting documents are reviewed annually by the G&R Coordinator and relevant stakeholders during the internal audits. Additional reviews may be initiated following significant changes or as requested by executive management. 
· Additional auditing or review cycles outside of the internal audit cycle, is highly encouraged. If required, outline in this section the frequency, the nominated auditor and how outcomes will be handled.

[bookmark: _Toc215680466]COMPLIANCE WITH POLICY 
Compliance with this policy is mandatory and a breach is considered to be a serious matter that may result in disciplinary action.  Disciplinary action will be based on the severity of the matter and may include immediate dismissal.    
Staff must familiarise themselves with, understand, and follow all relevant policies, procedures, and guidelines in the course of their duties. Failure to comply with these standards can negatively impact the organisation, its operations, and its reputation. 

[bookmark: _Toc215680467]POLICY CONTROL 
	Document ID:
	[Assigned by GRC Coord once the policy is approved, and before publishing]

	Policy Owner:
	Nadav Moas, Chief Technology Officer

	Department:
	Information Technology

	Effective Date:
	

	Next Review Date:
	 <<If different to the standard 3 year >>

	Published Location:
	<<Intranet Section (name, not link)>>



	QR-GRC-000
	
	ISSUE: DD MONTH 2025
	ISSUE DATE: DAY.MON.YR

	Version: 01
	AIDACARE©2025. ALL RIGHTS RESERVED
	REVIEW: DD MONTH 2026
	




QR-GRC-000	1	ISSUE: DD MONTH 2025
Version: 01	AIDACARE©2025. ALL RIGHTS RESERVED	REVIEW: DD MONTH 2026


image1.png
EEEEEEEEEEEEEEEEEEE




image2.png
Submit the changs request

(s
Pre-Approved Change e Emergency Change

approved
Standord/

Emargorcy)

Plan and Test Normal/ Standard Plan and Test
Changs

[ —— Deploy the Change
‘Approvd by CAB)

‘Assess Risk and Impact [T ——
Postimplementation Review

[T ——
Vatidation

Documentand CAB Approval

Plan and Test

Daploy tha Change

[ —
PostImplomentation Review

Glosa the Changs





image3.png
€ aidacare

EEEEEEEEEEE QUIPMENT




